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Abstract— This study aimed to determine the
cybersecurity degree of awareness among information
specialists in Saudi university libraries, their required
competencies, the vital training needs, and statistically
significant differences in cybersecurity awareness among
information specialists according to gender, years of
experience, and the number of training courses. The
researcher used the descriptive analytical method on a
sample of male and female university librarians in Saudi
libraries. The sample consisted of 200 information
specialists from Saudi universities. The questionnaire
included six axes: awareness of cybersecurity among
information specialists, cybersecurity systems and methods
for information professionals in Saudi university libraries,
the necessary cybersecurity competencies for information
specialists in Saudi universities, the requirements for
achieving cybersecurity, and the training needs for
information specialists to achieve cybersecurity. A high
degree of relative cybersecurity awareness among
information specialists at Saudi universities’ libraries was
found. Statistically, there were significant differences in
gender, years of experience, and training courses.
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I. INTRODUCTION

NIITYVERS libraries disseminate knowledge to students

at all levels. Information and communication technology
has resulted in new developments and updates in cyberspace.
Information and  communication  technologies  have
continuously advanced. Intrinsic features of gradual computing
and the transfer of activities to cyberspace can be found within
the work of individuals, companies, and the global community,

[1], 2], [3].
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Achieving future technological progress goals necessitates
assuring the security of data and services deployed in
cyberspace. According to EU agencies’ investigations, state
reports, and business publications on cybersecurity, the
magnitude of cyber events has been increasing, [4], [5].
Cyberthreats are growing increasingly sophisticated, involving
various attack methods and approaches. As a result of both
development and threats, cyberspace is an environment of
good and bad cooperation. Maintaining technical advancement
while also ensuring cybersecurity is a huge challenge. Many
countries' and international organizations’ agendas and
legislative acts reflect this issue.

Cybersecurity affects every organization and every
individual. Digital vulnerabilities pose serious challenges to
organizations, governments, businesses, and the broader
public—including libraries. From email scams to hacking a
library’s user database, library systems can become targets—
especially with the drain caused by COVID-19.

The Kingdom of Saudi Arabia’s National Cybersecurity
Authority defined cybersecurity as the protection of networks,
information technology systems, operational technology
systems, their hardware and software components, the services
they provide, and the data they contain from any penetration,
disruption, entry, use, or illegal exploitation, [6].

All governments and institutions have recently been
interested in planning cybersecurity policies because it
provides a trustworthy, safe environment, protect digital
devices, and guard against cybercrimes, [7].

Cyberhazards are criminal activities in cyberspace that
attack persons, institutions, and governments. It is divided into
two parts: the first targets digital devices and information
networks, while the second targets persons who use the
Internet for personal reasons or as part of their varied
government tasks, [8]. Viruses, cyberbullying, defamation,
hacking, and phishing are examples of cyber risks. According
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to 2020 figures, viruses were used in 28% of cyberattacks, and
hacking tactics were used in 52% of attacks, [9].

One of the most important means of protection against cyber
risks is awareness among Internet users of how to use networks
securely. After the occurrence of many cases of cyberattacks in
many countries that targeted universities and schools, it was
necessary to plan cybersecurity to protect the university
environment from these attacks and put forward some of these
initiatives, such as a declared action plan targeting how to deal
with cyber risks and various violations and to provide training
courses for all security personnel on how to raise awareness of
cybersecurity and awareness of how to deal when they fall
victim to cyber risks.

[10], indicated that organizations lack situational awareness
to make informed decisions in the field of cybersecurity, in
addition to lacking the necessary resources for implementation.

Moreover, [11], aimed to identify the mechanisms of digital
management of universities and coordinate a balance between
providing a secure digital environment for all university
faculties and achieving this security level. The university
provided its own digital application and trained faculty,
students, and information specialists .

Furthermore, [12], identified ways to secure universities
from cyberattacks. The essential mechanisms were educating
faculty members, students, and information specialists in
university libraries through exchange programs between
universities and conducting conferences, seminars, and
workshops that discuss cybersecurity and provide university
administrations with digital protection tools .

According to a survey, educational institutions are exposed
to cyberattacks at a greater rate than others, [13].

The study by [14], determined the degree of awareness
among teachers of cybersecurity in the city of Taif, Kingdom
of Saudi Arabia, and the degree of teachers’ use of methods
and strategies to protect students from the dangers of the
Internet to identify the correlation between them. The study
concluded that it is necessary to spread a culture of
cybersecurity awareness among teachers of all general
educational levels to raise awareness of the dangers of the
Internet and the importance of preparing training programs on
protection methods for teachers, [14].

Many studies, showed that the success of libraries and
information facilities in universities depends mainly on the
qualification of their employees. With the adoption of
educational technology, there must be competencies in those
who work in this type of libraries, so that they can carry out its
various tasks [15], [16], Furthermore, given the variety of
tasks performed by workers in libraries and information
facilities in universities, the demand for a wide range of these
competencies grows, particularly in light of significant
advances in informatics and increasing confidence in the use
of information technology in libraries, owing to the benefits of
computerization such as saving time, effort, money, and space,
making a massive amount of information available via
networks, and facilitating communication with publishers and
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beneficiaries, [17].

[18], identified the behavior, status, and prospects of future
libraries in providing librarians with cybersecurity skills to
protect against unauthorized access to the data bank. The study
results concluded that librarians must rise to the challenge and
adopt cybersecurity skills to protect against unauthorized
access.

Accordingly, it is necessary to strengthen the concepts and
mechanisms of cybersecurity for information specialists in
university libraries to protect sensitive data and information
and educate the staff about cyber violations and risks and
prevention methods, [19].

In 2017, the number of cybersecurity incidents doubled
globally, with an increase of about 40% in the number of data
security breaches and annual losses of $608 billion, with a
total loss rate of $3.9 billion, [20].

Examing the information security awareness of students in
the College of Education by [21], the results showed that most
students were not sufficiently aware of information security.
Moreover, they determined that gender and average duration
of computer and Internet use had a significant impact on
cybersecurity awareness, whereas information security training
status had no effect.

[22], focused on closing the cybersecurity skills gap
through interest cultivation and self-determined motivation.
The study found that situational interest )SI( in cybersecurity
and situational motivational variables, such as perceived
learning autonomy, perceived relatedness, and influenced self-
determined motivation toward cybersecurity training. As a
result, self-determined incentives aided real learning behavior.
On the other hand, individual interest in cybersecurity had a
positive moderating influence on the links between self-
determination and its primary antecedents, namely, perceived
relatedness and Sl, [22].

Saudi university libraries handle sensitive patron
information, such as personally identifying information and
circulation records. Libraries that provide services to students
must understand the value of patron privacy and how to
preserve it.

To investigate how the knowledge transferred within an
online cybersecurity education affects the information security
practices of library employees, [23]. The results of this study
suggest that knowledge transfer benefits the information
security and risk management practices of library employees.

[24], examined the cybersecurity behaviors of university
students according to five personality traits and variables, such
as gender, grade level, department, information security
training status, and weekly Internet use. A total of 420 students
from different universities, departments, and grade levels
participated in the study. This study was conducted according
to a descriptive research model. Data were collected using the
Personal Information Model developed by the researchers, the
Personal Cybersecurity Provision Scale, and the Big Five
Traits Scale. Pearson’s correlation coefficient, independent
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samples t-test, and one-way analysis of variance (ANOVA)
were used to analyze the data. The results indicated that the
students’ cybersecurity behavior levels were acceptable, [24].

While the students perceived themselves as amiable,
conscientious, and open to new experiences, they could not
determine whether they were extroverted or neurotic.
Furthermore, all five personality traits, namely, openness to
experience, conscientiousness, agreeableness, neuroticism, and
extroversion, were found to be significantly associated with
students’ cybersafety behaviors. The personality trait with the
strongest relationship to cybersecurity behaviors was openness
to experience, while extroversion was the weakest.
Furthermore, students from the CEIT and Computer
Programming departments, those in third and fourth graders,
those with information security training, and those who use the
Internet 6-10 hours per week were shown to be better
qualified regarding cybersecurity behavior. At the end of the
study, it was proposed that cybersecurity exercises be
prioritized and pupils’ particular characteristics be considered.

[25], identified cybersecurity mechanisms in limiting
deviant behaviors of events and the efforts of the Kingdom of
Saudi Arabia. The ways to help Saudi society reduce juvenile
deviant behaviors were generally identified using the scientific
approach to cybersecurity, [25].

[26], explored the relationship between students’ addiction
to social networking sites with psychological security and
involvement in cybercrimes. The study sample consisted of
252 students at Taibah University in Madinah. The measures
of psychological security and exposure to cybercrime through
social media were prepared by the two researchers and social
networking sites. Most students had accounts on social media
(95.6%), and Snapchat was the most used application (23.0%)
for more than four hours a day (48%). There was a negative
and predictive correlation with statistical significance between
students’ addiction to using social networking sites and their
psychological security. It seemed that students’ use of social
networking sites had a positive correlation. It was statistically
significantly predictive of the extent of their exposure to
cybercrime through these means, and it was found that the
students’ exposure to cybercrime had a correlative
relationship, [26].

[27], revealed the level of cybersecurity awareness among
secondary school computer teachers in Jeddah. The study
sample included 106 female teachers. There were
shortcomings in awareness of the concepts of cybersecurity.
Also, there were no statistically significant differences between
the average responses of the study sample members in the
degree of awareness. The attributed parameters of
cybersecurity were years of experience, educational
qualification, and training courses [27].

[28], revealed the most critical forms of cyberextortion
crimes, their motives, and the related psychological effects
according to teachers, staff members, and psychological
counselors. The sample included 48 members of the
Committee for the Promotion of Virtue and the Prevention of
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Evil, 48 psychological counselors, and 368 teachers, who were
randomly selected. The results of the study indicated
statistically significant differences in material, emotional, and
entertainment motives between psychological counselors and
teachers in favor of teachers and between teachers and men of
authority in favor of teachers. At the same time, the differences
in sexual motives between teachers and men of authority were
in favor of authority men. Finally, the study results showed
statistically significant differences in the degree of estimation
of the psychological effects of electronic blackmail crimes. It
is due to the difference in the respondent category (teachers
and psychological counselors) in favor of psychological
counselors, [28].

Previous studies indicated the importance of providing
security requirements for cybersecurity policies through
training, awareness-raising, and educational programs.

The accelerating technological revolution facing library and
information sciences is represented in a set of fundamental
challenges, including cyberattacks and data breaches, and
affects every organization and every individual. Digital
vulnerabilities pose serious challenges to organizations,
governments, businesses, and the broader public—including
libraries. As the scope of threats and the scope of targets for
such attacks are rapidly increasing, library systems can become
targets. So, securing their digital assets and services is a high
priority.

Given the increasing attacks associated with the multiple
information systems operating on the university network,
increasing the knowledge and awareness of cybersecurity by
the information specialist and in university libraries in Saudi
Arabia is crucial.

As many studies have indicated, organizations lack
situational awareness to make informed decisions in the field
of cybersecurity.

Therefore, libraries must use extra care when handling
patrons’ personally identifiable information.

While information specialists and other library employees
recognize the importance of data security, they frequently lack
the resources to assess information security risk, implement
risk mitigation techniques, and provide security education,
training, or awareness (SETA) programs. This is especially
concerning because libraries are increasingly gaining access to
databases containing both proprietary and personal
information. Organizations worldwide implement SETA
programs to promote and maintain end-user compliance with
information security and privacy regulations. Information
systems are commonly utilized in libraries to provide services
to users; nevertheless, little is known about library information
security policies. Given the sensitivity of the data handled by
libraries, it is critical for employees working in or seeking to
work in the library setting to develop the knowledge required
to recognize risks and implement risk mitigation methods to
secure the information entrusted to them.

There seems to be an urgent need for cybersecurity training
in universities within the curriculum, and employees should be
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supported in such a regard.

The accelerating technological revolution facing library and
information sciences is represented in a set of fundamental
challenges. Digital vulnerabilities pose serious challenges. As
the scope of threats and targets for such attacks are rapidly
increasing, library systems can become targets, necessitating
the security of their digital assets and services.

Few studies found that many organizations lack situational
awareness to make informed decisions in cybersecurity.

Information specialists have a low-level cybersecurity
awareness, and they lack the application of cybersecurity
controls and precautions in university libraries due to their
insufficient training. It is necessary to reexamine the aspects
related to the qualification of human cadres working in these
institutions, especially in light of the trend toward digital
transformation in Saudi universities.

Hence, this study aims to know the degree of awareness
of information specialists in Saudi university libraries about
cybersecurity and identify the competencies and skills that
university librarians must have to achieve cybersecurity
requirements from their point of view.

This is done by answering the following questions:

RESEARCH PROBLEM

A. Questions
The present study attempted to answer the following
questions:

1)What is the degree of cybersecurity awareness among
information specialists at Saudi universities’ libraries?

2) What are the competencies and skills that information
specialists at Saudi universities and libraries must have to
keep pace with achieving cybersecurity requirements in
Saudi universities’ libraries?

3) What are the requirements to achieve cybersecurity from the
point of view of information specialists at Saudi
universities’ libraries?

4)What is the degree of importance of the scientific
competencies and skills that information specialists at
Saudi universities’ libraries must have to achieve
cybersecurity requirements from their point of view?

5)What is the degree of training needs required to possess a
set of cybersecurity competencies in universities’ libraries?

6) Are there any statistically significant differences in the
degree of required training to possess the competencies of
cybersecurity requirements due to gender, experience, and
training courses in computing digital libraries?
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B. Aim:

1)To identify the degree of awareness of the nature of
cybersecurity among information specialists at Saudi
universities’ libraries

2)Determining the cybersecurity competencies required for
librarians in Saudi universities

3)Determining the most important training needs for
information specialists at Saudi universities’ libraries to
achieve cybersecurity requirements

4)ldentifying the significance of the statistical differences in
cybersecurity awareness among librarians in  Saudi
universities according to gender, years of experience, and
training courses

IV. MATERIALS AND METHODS

The researcher relied on the descriptive survey method,
collecting data about a particular phenomenon and analyzing
this data to obtain the study results in which the survey was
employed, where the associated variables are used as they are
found in nature. So, this study adopted a quantitative approach
to achieve the goals mentioned beforehand. According to [29],
this approach was appropriate for such a study. this approach
was appropriate for such a study.

The questionnaire had six sections: the first section was
about demographics. Its purpose was to segment data and draw
comparisons within the population, and its three questions
specified gender, age, and level of education.

The second section contained phrases measuring
cybersecurity awareness, the second section measured
cybersecurity competencies, the fourth measured the
awareness of cybersecurity systems and methods, the fifth
section covered requirements for achieving cybersecurity, and
the final section was about cybersecurity needs and risk
analysis and assessment.

A. The Sample

The study sample comprised 200 information specialists in
Saudi universities during the first semester of the academic
year 2022-2023. Random sampling was used to select the
participants since it is difficult, if not impossible, to list all
members of a target population and choose a sample
representing them [30]. The participants were distributed
according to gender, experience, and number of training
courses in cybersecurity, as shown in Table 1.
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Table 1. Distribution of research samples to taxonomic variables

S Taxonomic variables Number Percentage
Male 56 28 %
. Gender Female 144 2%
Total 200 100 %
Less than 5 years 3 1.5%
2 Experience 5 to 10 years 23 11.5%
More than 10 years 174 87 %
Total 200 100 %
Number of training No courses in cybersecurity 134 67 %
3 courses in Two courses or less 55 2715%
cybersecurity More than 3 courses 11 5.5 %
Total 200 100 %

Table 1 shows that the number of females (72%)
participating in this study exceeded males (28%). The
percentages of years of experience in the participants’
responses were as follows: less than five years, 1.5%; from 5
to 10 years, 11.5%; more than 10 years, 87%.

Based on the participants’ responses, 5.5% had more than
three courses, 27.5% had two or fewer training courses, and
67% had no courses in cybersecurity.

B. Factorial Validity

Lisrel 8.8 software was used to perform the confirmatory
factor analysis for the structure of training needs. The
unweighted least square method was used to test the structural
validity. The goodness of fit indices was as follows (Table 2):

Table 2. Goodness of fit of the model structure

Index

RMSEA

X2

NNFI

GFI

AGFI

Value

.027

77.79

1

.99

.96

Table 3. Factor loadings of structure validity

Factor Factor Std t-Value
Loadings Error

The cybersecurity .85 .054 15.63
competencies

Awareness of cybersecurity 71 .050 14.24
Administrative requirements .69 .049 13.96
Technical requirements .73 .051 14.38
Physical Requirements .78 .052 15.06

The factor loadings were within .69—.85. The loadings were
satisfied and accepted. RESULTS:

C. Results

To answer the first question, the frequencies and percentages
of the tests performed for satisfying cybersecurity awareness
among information specialists in Saudi universities are in
Table 4 and Table 5.

The model was fitting, but the chi-square index was significant
because the multivariate normality was violated. The factor
loadings were as follows (Table 3):

Table 4. Awareness of cybersecurity levels among information specialists at Saudi universities’ libraries
No. Items Sgrongly Disagree Undecided Agree Strongly
disagree agree
1 I have a familiarity with the concept of cybersecurity. 12 12 115 49 12
6% 6% 57.5% 24.5% 6%
2 I am fully aware of the dangers of downloading programs 6 2 40 96 56
and files from the Internet. 3% 1% 20% 48% 28%
3 | am aware of the dangers of opening emails from unknown 1 5 21 85 88
senders, especially if there is an attachment. .5% 2.5% 10.5% 42.5% 44%
4 I know the concept of social engineering. 12 49 101 23 15
6% 24.5% 50.5% 11.5% 7.5%
5 I know the dangers of smartphone viruses. 6 6 51 73 64
3% 3% 25.5% 36.3% 32%
6 | know phishing terminology. 7 8 57 67 61
3.5% 4% 28.5% 33.5% 30.5%
7 I feel my organization’s computer is safe. 2 7 71 67 53
1% 3.5% 35.5% 33.5% 26.5%
8 I will ensure that if | remove a file from my computer or 3 8 76 70 43
USB device, the information may be recovered. 1.5% 4% 38% 35% 21.5%
9 1 utilize the same password for my personal and 20 88 47 30 15
professional accounts. 10% 44% 23.5% 15% 7.5%
10 I don’t share my work password. - 7 34 44 115
3.5% 17% 22% 57.5%
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Table 4 shows that more than half of the participants
agree on familiarity with the concept of cybersecurity, but it
was noted that the range of the degree from severe to moderate
understanding, is represented by about three-quarters of the
sample.

Awareness of cyber actions is also high, and this appears in
the high percentages of items no. 10 “not sharing passwords”
and no. 3, which relates to not opening attachments from
unknown persons. The sample reserve is one of the traditional
procedures linked to using the same password for more than
one personal account for the same person, which is evident
from item no. 9. The weighted average of the degrees of cyber
awareness among librarians reached the value of 3.66, which is
close to the approval limit, which means there is a high degree
of relative awareness among the sample.

The next group of questions in the survey is related to the
degree of awareness of cybersecurity systems and methods for
information specialists in Saudi university libraries (the
ability-based approach).

Table 5. Awareness of cybersecurity levels among systems and methods for information specialists in Saudi university libraries
(the ability-based approach)

No. ltems ?rongly Disagre | Undecide Agree Strongly

isagree e d agree

1 Use an antivirus program regularly 1 6 32 87 74
5% 3% 16% 43.5% 37%

2 I update my antivirus software regularly. 1 6 46 79 68
5% 3% 23% 39.5% 34%

3 I am permitted to view only the websites specified by 6 10 61 85 38
the policy. 3% 5% 30.5% 42.5% 19%

4 I use an antivirus program regularly. 6 28 72 60 34
3% 14% 36% 30% 17%

5 I have an awareness of knowing what kind of malware 12 69 81 18 20
it is and installing it on my computer at work. 6% 34.5% 40.5% 9% 10%

6 | take information security training courses in my 12 65 54 37 32
workplace 6% 32.5% 27% 18.5% 16%

7 My computer is of no value to hackers; they don’t 10 28 78 48 36
target me. 5% 14% 39% 24% 18%

8 Understand what to do if my computer becomes 14 36 84 48 18
infected with a virus. 7% 18% 42% 24% 9%

According to Table 5, the respondents show that the ability-
based approach depends to a large extent on the degree of
awareness of librarians to use and update databases about virus
resistance. This is evident from the percentages of the first two
statements in the second axis, which exceeded 70%. There is
an awareness of consent that exceeds half of the sample
opinions about the practices of accessing the allowed sites in
the third sentence. However, information specialists cannot
distinguish the type of malware and may install it on their work
computers. This may be due to their need for technical training
in the field of software constantly, which raises the efficiency
of distinguishing between programs and sites that represent a
danger.

To answer the second question, the frequencies and
percentages of the test performed were used, and the results
are in Table 6.
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Table 6. The cybersecurity competencies levels needed for information specialists in Saudi university libraries

No. ltems SFroneg Disagre | Undecide Agree Strongly

disagree e d agree

1 Discovering and identifying cyber threats of all kinds. 13 35 74 61 17

6.5% 17.5% 37% 30.5% 8.5%

2 Knowledge of concepts, vocabulary, principles, and 14 34 83 52 17
practices pertaining to information security and 7% 17% 41.5% 26% 8.5%
cyberspace.

3 Gaining skills to deal with available technologies, 14 68 87 62 20
tools, and practical methods in information security 7% 34% 43.5% 31% 10%
and cyberspace

4 Identifying user requirements in designing information 17 68 75 24 16
systems and constructing safe computer networks. 8.5% 34% 37.5% 12% 8%

5 Demonstrate knowledge of mathematical principles 17 32 86 45 20
and algorithms for encryption and protection of 8.5% 16% 43% 22.5% 10%
systems and information

6 Identifying user requirements in designing information 16 48 84 37 15
systems and constructing safe computer networks. 8% 24% 42% 18.5% 7.5%

7 Determining the time and cost of remedying the 16 51 75 36 22
damage caused by an attack on an information system 8% 25.5% 37.5% 18% 11%
or organization

8 Assess appropriate tools and techniques to address the 16 14 72 70 28
damage caused by security breaches 8% 7% 36% 35% 14%

9 Defining the rules, procedures, and plans required to 16 18 54 94 18
manage and secure the library’s security. 8% 9% 27% 47% 9%

10 Apply design, development, and management 14 19 77 69 21
principles in establishing computer networks 7% 9.5% 38.5% 34.5% 10.5%

11 Use of different network protocols 14 25 65 69 27

7% 12.5% 32.5% 34.5% 13.5%

12 Building secure information systems and computer 14 21 66 76 23
networks 7% 10.5% 33% 38% 11.5%

13 Prepare and present technical reports in a coherent and 12 8 71 78 31
orderly manner, both verbal and written 6% 4% 35.5% 39% 15.5%

14 Utilization of best practices and standards in 11 7 49 100 33
information and network security. 5.5% 3.5% 24.5% 50% 16.5%

15 The digital identity system must comply with all laws 12 4 58 81 35
and regulations. 6% 2% 29% 45.5% 17.5%

16 To be aware of the opportunities and risks inherent in 1 -- 35 97 67
the digital environment in front of being present in the 5% 17.5% 48.5% 33.5%
digital identity

17 An appreciation of the need and commitment to 1 -- 65 89 45
continuous professional development 5% 32.5% 44.5% 22.5%

18 Think logically and analytically 2 -- 40 106 52

1% 20% 53% 26%

19 The ability to make decisions 1 1 48 77 73

5% 5% 24% 38.5% 36.5%
20 Discover problems and work to solve them 1 -- 41 95 63
5% 20.5% 47.5% 31.5%

21 Constantly looking for opportunities to enhance skills 1 6 58 83 52
and take responsibility in the work environment 5% 3% 29% 41.5% 26%

22 Analyze, compare, and assess critically the 2 -- 68 70 60
trustworthiness and dependability of digital data, 1% 34% 35% 35%
information, and content sources.

23 Handle data appropriately and establish good data 19 19 55 65 42
security practices 9.5% 9.5% 27.5% 32.5% 21%

The weighted average of the competencies and skills that To answer the third question, the frequencies and

university librarians must have to keep pace with achieving  percentages of the test performed were used, and the results
cybersecurity requirements in Saudi university libraries was ~ are in Table 7.

2.31, meaning that the competencies and skills were deemed

inadequate.
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No. Items SFroneg Disagree Undecided Agree Strongly
disagree agree
First: Administrative requirements
1 There is a special department for cybersecurity in 12 3 39 92 54
the university library. 6% 1.5% 19.5% 46% 27%
2 Activating security policies for the library’s 12 9 49 70 60
information systems 6% 4.5% 24.5% 35% 30%
3 Apply the necessary administrative procedures to 12 7 47 70 64
achieve cybersecurity within the library 6% 3.5% 23.5% 35% 32%
4 Continuously assessing cybersecurity risks in library 12 8 28 82 70
information systems 6% 4% 14% 41% 35%
5 Apply cybersecurity requirements to protect library 12 8 36 70 74
data and information 6% 4% 18% 35% 37%
6 Library application of cybersecurity requirements 1 16 59 84 40
management of data and information backup copies .5% 8% 29.5% 42% 20%
in the library
Second: Technical requirements
7 The library has security protection systems for 1 11 57 61 70
technical and computer devices. .5% 5.5% 28.5% 30.5% 35%
8 Continuously update computer systems and 1 2 58 71 68
software 5% 1% 29% 35.5% 34%
9 Protect confidential information of information 6 -- 55 77 62
systems for both employees and library users 3% 27.5% 38.5% 31%
10 Implementing cybersecurity requirements for 7 - 55 64 74
managing login identities and permissions 3.5% 27.5% 32% 37%
11 Providing protection programs against viruses, 2 7 26 89 76
programs, suspicious activities, and malicious 1% 3.5% 13% 44.5% 38%
software for the library's information systems
Third: Physical requirements
12 Providing a high-level protection system for 9 9 38 62 83
cybersecurity 4.5% 4.5% 19% 31% 41.5%
13 Providing library employees with modern and 7 1 48 51 93
advanced equipment to manage information systems 3.5% .5% 24% 25.5% 46.5%
14 Provide periodic and continuous maintenance 2 1 39 69 89
necessary to achieve cybersecurity 1% .5% 19.5% 34.5% 44.5%
15 Providing the necessary technical support for library 1 7 39 68 85
employees to address urgent problems 5% 3.5% 19.5% 34% 42.5%
16 Providing modern programs to provide protection 6 2 43 83 66
and cybersecurity for information systems in 3% 1% 21.5% 41.5% 33%
university libraries

Table 7 shows that in the field of administrative
requirements. The overall response of respondents about the
criteria for achieving cybersecurity is summarized in Table 7.
Accordingly, continuously assessing cybersecurity risks in
library information systems was found to be the most crucial
factor in requirements to achieve cybersecurity, followed by
“there is a special department for cybersecurity in the
university library.” The lowest score was for “library
application of cybersecurity requirements, management of
data, and information backup copies in the library.”

Moreover, “providing protection programs against viruses,
programs, suspicious activities, and malicious software for the
library’s information systems” was the most important factor
in the technical requirements, followed by “implementing
cybersecurity requirements for managing login identities and
permissions.” The lowest score was for “the library has
security protection systems for technical and computer
devices.” Finally, “providing periodic and continuous
maintenance necessary to achieve cybersecurity” was found to
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be the most essential factor in the physical requirements to
achieve cybersecurity, followed by “providing the necessary
technical support for library employees to address urgent
problems.” The lowest score was for “providing a high-level
protection system for cybersecurity.”
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Table 8 aimed to answer research question no. 5. The results
are as follows:
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Table 8. Frequencies for questionnaire axes such as mean, weighted mean, median, variance, and skewness.

Axis 1 AXis 2 Axis 3 Axis 4 Axis 6
Mean 36.5900 27.6500 53.2300 27.40 56.2150
Median 37.0000 27.0000 54.0000 28.0000 56.0000
Variance 30.786 30.289 192.620 21.235 135.185
Skewness -.682 -.313 -503 -.352 -1.230
Weighted mean 3.66 3.46 2.31 1.71 3.75
Alpha 799 .840 .967 .964 .985

The weighted average of axis 5 reached the highest value at
3.75, followed by axis 1 at 3.66, indicating degrees of
approval. Axis 2 (3.46) indicated neutrality. Axes 3 (2.31) and
4 (1.71) indicated rejection.

It was clear from the contrast values that the third axis
(cybersecurity competencies) was the highest possible, as the
contrast value was inflated to a high degree, followed by the
sixth dimension (cybersecurity needs and risk analysis and
assessment). Despite this, the sixth dimension is slightly higher
in average degree than the third dimension, which may be
because the individual differences between the respondents on
the third dimension are higher than those on the sixth
dimension despite the higher sample means in the sixth.

It was observed that the value of the variance in the
individual differences in the responses was the least possible in
the fourth dimension (requirements for achieving
cybersecurity), which was close in the first and second
dimensions (awareness of what cybersecurity is and awareness
of cybersecurity systems and methods).

The degree of verification in the weighted average was as
high as possible in the sixth dimension, followed by the first
(awareness of what cybersecurity is), then the second
(awareness of cybersecurity systems and methods), the third
(cybersecurity competencies), and the fourth (requirements for
achieving cybersecurity). The verification degrees in the third
dimension and the first dimension were close to the degree of
agreement. In contrast, in the second dimension, the
verification degree was close to a neutral response, and in the
third and second dimensions, it was close to the degree of
rejection.

Table 9 aims to answer the question no. 6.

Using tiered multiple variance analysis to analyze the effect
of the number of courses, gender, and years of experience on
training needs, we demonstrate the results in Table 9.

Table 9. The effects of demographic variables on training needs

Effect Value F Hypothesis df Error df Sig.
Intercept Hotelling’s Trace 3.652 345.14 2 189 .000
Gender Hotelling’s Trace .036 3.42 2 189 .035
Experience Hotelling’s Trace .023 1.06 4 376 375
No. of courses Hotelling’s Trace .038 1.76 4 376 135
Gender * experience Hotelling’s Trace .037 3.47 2 189 .033
Gender * courses Hotelling’s Trace .007 31 4 376 .874
Experience * courses Hotelling’s Trace .056 5.29 2 189 .006
Gender * experience * Hotelling’s Trace .000 b .00 2
courses
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The results demonstrated the effect of gender on training
needs to achieve cybersecurity requirements, whereas the
number of years of experience and years of experience did not
affect the training needs. The following is the analysis of the
post hoc comparisons of the levels of the independent
variables, as shown in Table 10:

Table10. The post hoc analysis of significant levels of training needs
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Source Dependent variable Type Il sum of df Mean F Sig.
squares square
Corrected model cyberrisk 1679.4612 9 186.60 9.22 .000
Cyber_Security_Skills 1691.41 9 187.93 4,72 .000
Intercept cyberrisk 13256.46 1 13256.45 655.51 .000
Cyber_Security_Skills 23937.41 1 23937.40 601.04 .000
Gender cyberrisk 98.05 1 98.05 4.84 .029
Cyber_Security_Skills 38.55 1 38.57 .96 .326
Experience cyberrisk 68.77 2 34.38 1.70 .185
Cyber_Security_Skills 157 2 78.50 1.97 .142
Courses cyberrisk 143.95 2 71.97 3.56 .030
Cyber_Security _Skills 173.18 2 86.59 2.17 117
Gender * experience cyberrisk 132.20 1 132.20 6.53 .011
Cyber_Security_Skills 116.61 1 116.61 2.92 .089
Gender * courses cyberrisk 16.85 2 8.42 42 .660
Cyber_Security _Skills 43.39 2 21.70 .54 .581
Experience * courses cyberrisk 153.59 1 153.59 7.59 .006
Cyber_Security Skills 62.49 1 62.49 1.56 212
Gender * experience * cyberrisk .000 0
courses Cyber_Security _Skills .000 0 .
Error cyberrisk 3842.41 190 20.22
Cyber_Security Skills 7566.97 190 39.82
Total cyberrisk 121925 200
Cyber_Security Skills 215212 200
Corrected total cyberrisk 5521.87 199
Cyber_Security Skills 9258.38 199
Gender and the number of courses influenced training
needs related to analyzing and evaluating cyber risks in
university libraries. The post hoc analysis of gender effects on
training needs is presented in Table 11.
Table 11. The post hoc analysis of gender effects on training needs
Dependent variable Gender Mean Std. error 95% confidence interval
Lower bound Upper bound
Cyber risk male 2441 1.27 21.90 26.93
female 22.01 12 20.59 23.43
Cyber_Security_Skills male 31.81 1.78 28.28 35.34
female 30.47 1.01 28.47 32.46

Males outperformed females in the training needs related
to the analysis and evaluation of cyber risks. In comparison,
the differences in the other dependent variable were very close
and insignificant. The post hoc analysis of experience level's
effect on training needs is presented in Table 12.
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Table 12. The post hoc analysis of experience levels' effect on training needs

Courses Mean Std. Error 95% confidence interval
Dependent variable Lower bound Upper bound
Cyber risk No courses in cyber-security 2247 .62 21.23 23.71
Two courses or less than 25.32 .96 2341 27.22
more than 3 21.28 1.82 17.69 24.87
Cyber_Security_Skills No courses in cyber-security 29.97 .88 28.23 31.71
two courses or less than 34 1.35 31.33 36.67
more than 3 29.381° 2.556 24.339 34.422

The results were statistically significant in terms of
dimensional comparisons of the training needs associated with
the analysis and evaluation of electronic risks. The results were
superior in terms of “the number of courses less than 2”
(25.23). However, the results of librarians with more than 3
courses were the least possible compared to their counterparts
who did not receive any training courses. This means that the
courses for this category may not correlate to the required job
performance or that they are theoretical courses or address
more specialized requirements and require further explanation.

V. DISCUSSION

Libraries and information professionals face challenges in
keeping pace with the emerging threats in cyberspace as the
technological revolution and the emergence of the information
society generate many possibilities and areas of work in
cyberspace. The development in cyberspace makes it
necessary to ensure the security of operations carried out in
university libraries. One of the conditions for effective
performance is having sufficient knowledge, awareness, and
appropriate skills to face any potential threats.

This study aimed to identify the degree of awareness of
the nature of cybersecurity among information specialists in
Saudi university libraries to determine the required
cybersecurity competencies and the most important training
needs needed from their point of view, besides identifying the
existence of statistically significant  differences in
cybersecurity awareness among information specialists
according to gender, years of experience, and the number of
training courses. The results of the first question showed a
high degree of relative awareness among information
specialists in Saudi university libraries about the nature of
cybersecurity.

The results agree with those of [15,16] in that the success
of libraries and information facilities in universities depends
largely on the qualification of their employees and their full
awareness of cybersecurity challenges. Also, those working in
this type of library must be competent to carry out their
various tasks.

Furthermore, there are training needs that necessitate
developing the ability to analyze and identify the risks
associated with the information security system in the library,
identify opportunities to address risks and define the objectives
of the information security system and the plans necessary to
achieve them by placing the required resources to build a
system that guarantees the confidentiality and protection of
information.
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Also, the following needs to be addressed: how to plan
operating operations to manage the information security
system in the university library and set controls to monitor,
measure, and evaluate the information security system of the
library and how to assess the need for training in preparing an
internal audit program and using it to evaluate the information
security system.

The results also indicate the importance of training on
analyzing and evaluating cyber risks in university libraries;
collecting and organizing electronic risk information;
identifying, analyzing, and prioritizing information security
risks; improving vulnerability management activities by
presenting them in the context of risks; managing operational
risks in university libraries; developing risk response
strategies. Appropriate library business requirements, tools,
and applications are required to assess and manage risks to the
university library information infrastructure, identify and
implement security controls that meet the requirements of
managing the university library, implement acceptable security
and protection during the system life cycle, and finally provide
training on cloud solutions for security and protection.

The study results also demonstrated the need to raise the
competencies and skills of the information specialist to keep
pace with cybersecurity requirements.

These results differ from those by [27], which revealed
teachers’ low awareness of cybersecurity and their use of
methods and strategies to protect students from the dangers of
the Internet

A. Limitations

This search had three limitations, as follows. The study was
conducted on a relatively small sample (200) of information
specialists in Saudi universities. It was carried out during the
academic year 2022/2023. It was carried out in Saudi Arabia,
where we evaluated cybersecurity awareness and requirements
of competencies and skills to achieve cybersecurity. Therefore,
while generalizing the results, these constraints must be
considered.

V1. CONCLUSION

Cybersecurity has become an integral part of the technical
system because it protects data, networks, and digital programs
and guards against electronic attacks or manipulation of digital
data.

The protection and security of information have become
an urgent necessity for individuals and institutions to protect
knowledge from piracy. Cybersecurity is a global necessity
with the spread of technical means for processing, storing,
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circulating, and interacting with data via the Internet and
information networks.

The issue of cybersecurity in university libraries in the
Kingdom of Saudi Arabia is an issue that requires serious
administrative and strategic attention. Cybersecurity is
hindered due to its financial and social burdens.

The growing number of cyberattacks that exploit the
vulnerability of the human factor determines the need to raise
efficiencies in the field of cybersecurity. Increasing the
knowledge and competencies of information specialists is
essential to improving cybersecurity.
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